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Fraud Prevention: 
How to Avoid 
Scams in your 
Business



Hint:
• Ambush predators
• Uses lures to 

attract prey
• Lightning quick
• Extremely ugly

What does this remind you of?



Fraud in Real Estate

We are especially 
susceptible to fraud in our 

businesses



#1 - Rentals
#2 - Vacant Land (Seller)
#3 - Escrow Closing 
Impersonation
#4 - Offers of Investment 
Opportunities

Most Common Real Estate Scams in 
our Market





How to combat fraud in your business

Have a game 
plan and be 
proactive



#1: Educate Your Clients & Prospects



#2 : Use Forewarn
• ID Verification System 
• Phone App/PC Browser  based
• Background checks on unknown prospects 

(buyers/sellers) via their phone # or person’s 
name

• Pulls up criminal history/confirms financial 
data/ current assets/vehicle & property 
ownership/any add’l phone #s/address 
history, bankruptcy/liens/judgements

• Free service to HiCentral MLS Members as 
of April 1, 2025



E-News Article 3/26



E-News Article April 1, 2025



Click to watch video:
www.forewarn.com/wp-content/uploads/2022/10/Forewarn.mp4

www.forewarn.com/wp-content/uploads/2022/10/Forewarn.mp4


#3 : Utilize Fraud Prevention library in the 
Links Section in Matrix



Fraud Prevention (Section 4) 



Step 1: Go to Learning Lab Access Button



Step 2: Click on “Learn How To” then 
“Be Cybersecurity Aware”



Step 3: View the 2+ Dozen Available Videos 



Fraud Prevention (Section 4) 
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How can we help you! 

HiCentral MLS Knowledge Base > General > Training 

Fraud Prevention 

Dean Kim 
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Cybercrime in real estate is the fastest growing criminal activity around the world today. With the ubiquity of internet and email 

accessibility for all consumers, criminals now can steal from anyone, anywhere around the world without the risk of exposure. 

With the invention of Al, criminals now have the capacity to use this technology to identify, scrub, and execute crimes in an 

accelerated rate never seen before. As much good as Al provides for business and consumers, it equally has its dark side as it can aid 

■-
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Fraud Prevention (Section 4) 



#4: Sign up for Google Alerts

Click to 
watch 
video>>

https://youtu.be/X4_2JUjwqq0?si=i9ntzK5MufXkvm2V


• Treat everyone as “guilty” until proven “innocent” (if they are an unknown 
prospect you’ve never worked with before)

• Train yourself to have a “cynically cautiously optimistic” mindset  (if it sounds 
too good to be true, it is too good to be true)

• Always do a Listing Presentation (Seller) and Buyer’s Consultation (dedicate 
part of your meeting to educating consumers on scams and cybercrime) Scare 
them if you care for them

• Do as much due diligence as possible( Google search/prelim. report/consult 
with your broker(s), report all suspicious activity to Federal/State/Local 
Authorities 

• Use Forewarn as 1st line of defense
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