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What does this remind you of?

Hint:
* Ambush predators
e Uses luresto
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* Lightning quick
* Extremely ugly T e




Fraud in Real Estate

We are especially
susceptible to fraud in our
businesses
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ﬁj Most Common Real Estate Scams Iin

our Market

1 - Rentals
2 - Vacant Land (Seller)

3 - Escrow Closing
Impersonation

4 - Offers of Investment
Opportunities




Signs it
PEVALER

scam....




e How to combat fraud in your business

Have a game
plan and be
proactive




Bs #1: Educate Your Clients & Prospects




#2 : Use Forewarn

* ID Verification System

* Phone App/PC Browser based

* Background checks on unknown prospects
(buyers/sellers) via their phone # or person’s
name

* Pulls up criminal history/confirms financial
data/ current assets/vehicle & property
ownership/any add’l phone #s/address
history, bankruptcy/liens/judgements

* Free service to HiCentral MLS Members as
of April 1, 2025
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E-News Article 3/26

Tick-Tock, Forewarn is coming!

Housing Advocates. Community Builders. Good Neighbors.

Here's What to Expect:
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' “FOREWARN®

561-555-1212
€D RecEvEACALL

e April 1st - Check your inbox for
your Invitation to Activate e-mail
sent via E-news, with everything
you'll need to get started.

e Download Forewarn on your
desktop, tablet, cellphone - or all
three!

e Join live Zoom trainings hosted

Name: john Do
Address: 111 S Main,
Soca Raton, FL 33431

0 CHECK THE APP

o KNOW WHO YOU'RE

WORKING WITH

Know Before You Show!!

by the Forewarn Team, with date &
time announcements detailed in the
Invitation to Activate e-mail!
Explore the Forewarn website for
training webinars and self-paced
video tutorials (available upon
account activation on April 1st).

Once you've completed the above, you'll be all set to "Know Before You Show!"



toreaios”  E-News Article April 1, 2025

Housing Advocates. Community Builders. Good Neighbors.

TRAININGE o121 [0S

E"-
- OREEARN_ Thursday, April 3
s 11:00-11:45 a.m.
Results for: REGISTER NOW
561-555-1212
Mame: John Doe Tuesday, April 8 Thursday, April 10
ESS;ERS;; 1|=E gﬂ;ﬂi; ! 9:00-9:45 a.m. 11:00-11:45 a.m.
‘ REGISTER NOW REGISTER NOW
Monday, April 14 Thursday, April 17
7 Possible Criminal/infraction Records 11:00-11:45 a.m. 9:00-9:45 a.m.
(ironass matehes onb REGISTER NOW REGISTER NOW

0 Possible Court Records »
(Bankruptcies, Liens, Judgments, Foreclosures)
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a red violet company

Click to watch video:
www.forewarn.com/wp-content/uploads/2022/10/Forewarn.mp4



www.forewarn.com/wp-content/uploads/2022/10/Forewarn.mp4

ﬁi #3 : Utilize Fraud Prevention library

Links Section in Matrix

H.Ce?\}lll'.asl@ MY MATRIX | SEARCH | STATS | REALIST TAX | FINANCE | LINKS | INPUT | MARKET REPORTS

(2]

» Dashboard

Matrix Learning Lab ~ Hot Sheets

Explore What's New & Get Quick Tip Videos Residential

Lots/Land/Farm

* Matrix™ =
« OneHome™ € Learning Lab
» Realist® Access Cross Property
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irn More. Do More.
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Commercial
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Edit Dashboard

External Links ~

MLS Knowledge Base

Emoil Tech Support Email
Chat with us

Call Tech Support at 791-3789
Clareity Dashboard

Matrix Training Courses

Oahu Neighborhood List
Monthly Stat Report (Gahu)
MLS Profile Sheets

MLS Change Form

SentriLock Sentrikey Showing Service
ShowingTime

MLS Rules & Regs

MLS Assistant Termination Form

Matrix Learning Lab




s Fraud Prevention (Section 4)

4-FRAUD PREVENTION

Fraud Prevention MLS Moment - YouTube Fraud Prevention MLS Moment - YouTube
Corelogic Cybersecurity Videos _ Corelogic Cybersecurity Videos

Fraud Case Studies Case studies based on real world incidents
Real Estate Cyberfraud Schemes Feal Estate Cyberfraud Schemes

C&C of Honolulu Prosecutor Office C&C of Honolulu Prosecutor Office

Federal Bureau of Investigation (FBI) FBI's Internet Cnime Complaint Center (IC3)
Federal Trade Commission Federal Trade Commission

HPD Cyber Crimes HPD Cyber Crimes

Better Business Bureau Better Business Bureau

Craigslist Scams Craigslist Scams

Using Google Alerts Using Google Alerts



Ei Step 1: Go to Learning Lab Access Button
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Step 2: Click on “Learn How To” then

“Be Cybersecurity Aware”

DASHBOARD EXPLORE BY PRODUCT LEARN HOWTO EVENTS SUPPORT

@Learning Lab

Dean Kim DK v

CUSTOMIZE YOUR TOOLS

USE TOOLS TO COLLABORATE WITH CLIENTS

USE DATA TO BE THE MARKET EXPERT

Hello HiCentral MLS Members USE TOOLS TO GENERATE LEADS

GET STARTED

BE CYBERSECURITY AWARE

Matrix 12 is Here. See What's
New!

The latest version of Matrix is packed with exciting updates and refinements
designed to enhance your daily workflows, revolutionize your search
experience, and optimize your ability to evaluate client activity.

Activate Your

View Matrix 12 flyer

accept’, you agree that we may also s

onal analytics and third party behavioral

information to third parties. For ation on how these cookies work, please



Step 3: View the 2+ Dozen Available Videos

Building a Safer Digital World Together Corelogic

Cybersecurity takes all of us—every click, every decision, and every precaution
builds a safer digital world, brick by brick. Together, let's strengthen our defenses and

create a safer online environment for everyone.
CYBERSECURITY
TAKES ALL OF US

Every decision and precaution
builds a safer digital world

Cybersecurity Quick Tip Videos
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Fraud Prevention (Section 4)

4-FRAUD PREVENTION

Fraud Prevention MLS Moment - YouTube Fraud Prevention MLS Moment - YouTube
Corelogic Cybersecurity Videos Corelogic Cybersecunty Videos

Fraud Case Studies _ Case studies based on real world incidents
Real Estate Cyberfraud Schemes Real Estate Cyberfraud Schemes

C&C of Honolulu Prosecutor Office C&C of Honolulu Prosecutor Office

Federal Bureau of Investigation (FEI) FBI's Internet Crime Complaint Center (IC3)
Federal Trade Commission Federal Trade Commission

HPD Cyber Crimes HPD Cyber Crimes

Better Business Bureau Better Business Bureau

Craigslist Scams Craigslist Scams

Using Google Alerts Using Google Alerts



Submit a request  English (US) ~ Signin

HiCentral MLS Knowledge Base > General > Training

FraUd Prevention Articles in this section

i
Dean Kim I

Follow
2 16 days ago - Updated
Training Schedule

Table of Contents
How do | register for a class?
Introduction

i ?
Protecting Your Business: Fraud Prevention Tools from HiCentral MLS Whatl YR SpEldsosarpa Al
Case Studies:
Case Study #1: Rental Scams

Case Study #2: Vacant Land Scams

Case Study #3: Escrow Closing Impersonation Scams

Introduction

Cybercrime in real estate is the fastest growing criminal activity around the world today. With the ubiquity of internet and email
accessibility for all consumers, criminals now can steal from anyone, anywhere around the world without the risk of exposure.

With the invention of Al, criminals now have the capacity to use this technology to identify, scrub, and execute crimes in an

accelerated rate never seen before. As much good as Al provides for business and consumers, it equally has its dark side as it can aid



Fraud Prevention (Section 4)

4-FRAUD PREVENTION

Fraud Prevention MLS Moment - YouTube Fraud Prevention MLS Moment - YouTube
Corelogic Cybersecurity Videos Corelogic Cybersecunty Videos

Fraud Case Studies Case studies based on real world incidents
Real Estate Cyberfraud Schemes Real Estate Cyberfraud Schemes

C&C of Honolulu Prosecutor Office C&C of Honolulu Prosecutor Office

Federal Bureau of Investigation (FEI) FBI's Internet Crime Complaint Center (IC3)
Federal Trade Commission Federal Trade Commission

HPD Cyber Crimes HPD Cyber Crimes

Better Business Bureau Better Business Bureau

Craigslist Scams Craigslist Scams

Using Google Alerts _ Using Google Alerts



P #4: Sign up for Google Alerts

Go Click to

Alerts watch

0 s video>>
e O @
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https://youtu.be/X4_2JUjwqq0?si=i9ntzK5MufXkvm2V

Honolulu Board |
.M of REALTORS® Conclusion

Housing Advocates. Community Builders. Good Neighbors.

* Treat everyone as “guilty” until proven “innocent” (if they are an unknown
prospect you’ve never worked with before)

* Train yourself to have a “cynically cautiously optimistic” mindset (if it sounds
too good to be true, itis too good to be true)

* Always do a Listing Presentation (Seller) and Buyer’s Consultation (dedicate
part of your meeting to educating consumers on scams and cybercrime) Scare

them if you care for them

* Do as much due diligence as possible( Google search/prelim. report/consult
with your broker(s), report all suspicious activity to Federal/State/Local
Authorities

* Use Forewarn as 15t line of defense
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