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. Cryptocurrenc@/estment Scams
* aka Pig Butchering
* Real Estate Fraud

* Business Email Com ises

Social Engineering
Phishing

Pretexting

Credential Stuffing



Cryptocurrency Investment Scams



Professional Networking
Online Dating
Social Media Platforms

Can take weeks to develop
Common interests

No mention of money at first



" Fake scenario to build trust
= Romance

= Confidence

" Impersonation

m Extortion
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Directed to specific website or app
e Legitimate looking
e Spoofed

Presumed control of your money

Appearance of high returns to
encourage further investments
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Warning Signs
* Guaranteed or high ROI

e Use of specifics apps or websites

* Allowing anyone else access to account

* Using crypto to pay taxes, government fines, etc
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Real Estate Fraud
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Impersonation and Vacant Lots

e Target mortgage-free vacant lots or rental properties

* Pose as out-of-area seller, all contact is electronic

* Request below-market listing to generate immediate sale
* Refuse to sigh documents in person, use their own notary
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Mitigation and Prevention

* Independently search for identity of seller

* Request in-person or virtual meeting

Look at government-issued identification

Be alert for below market value cash offers

* Never allow seller arrange their own notary

e Use known and trusted title companies and attorneys
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Business Email Compromise
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Rapid Response Program / Financial Fraud Kill Chain

= Reported to law enforcement within 72 hours
» USSS Honolulu: 808-541-1912
» Www.ic3.gov

" |nternational wire transfer of at least $50,000

= SWIFT recall notice initiated
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Internet Crime Complaint Center — www.ic3.gov

US Secret Service — cryptofraud@secretservice.gov
FBI — tips.fbi.gov
DHS ICE/HSI — ice.gov
DHS CISA — cisa.gov/report

Federal Trade Commission — reportfraud.ftc.gov
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Available at secretservice.gov
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